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Device Security  

How important is the information you keep on your phone? On your laptop? On your tablet? 

Would you want anyone to see what you have stored? Probably not so here are a few tips on 

how to keep your device safe: 

• Increase your Passcode. The more the merrier - even increasing the passcode from 4 to 

6 digits changes the possible combinations from 10,000 to 1 million. 

• Use Finger or Face ID. Using Biometrics or patterns increase your security due to the 

unpredictable patterns and higher combinations that make it harder to unlock.  

• Find your Device. Use Apple - ‘Find My Phone’ or Google – ‘Find My Device’. These sites 

allow you to find your device attached to your account and lock your device until you 

can track it down. Just remember, if you believe your phone was stolen, report it and 

the location to the police, and don’t track it down yourself. 

  

Passwords 

Your passwords grant access into your own personal kingdom, so you are probably thinking 

'what are the best practices to create a strong password' to protect your accounts against these 

cybercriminals. If your passwords were part of a breach, you will want to change them 

immediately. 

Passwords you can't remember are useless. But passwords that are too easy to remember can 

be easy to guess or to ascertain with a brute-force attack. With activities like personal banking 

and retirement increasingly migrating online, the stakes continue to rise.  

How to make a password more secure: 

• Don’t reuse your passwords. If you’re using the same password across email, shopping, 

and other websites holding sensitive personal data (or even a local community website) 

and one of those experiences a breach, the other services are now at risk of being 

breached as well. 

• Don’t write your passwords down. In can be tempting to keep track of passwords in the 

old-fashioned way, but these are easily discovered. 

• Use a password manager. There are many apps that generate passwords for you and 

also store them securely.  

https://support.apple.com/en-au/explore/find-my
https://www.bing.com/search?q=%E2%80%A2%09https%3A%2F%2Fwww.google.com%2Fandroid%2Ffind&form=PRDLR1&src=IE11TR&pc=DCTE
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• Don’t share your passwords. Do not respond to emails or calls where they ask for your 

password. Large companies will not ask you for your password. It is easier for them to 

reset your password. If you inadvertently gave out your password, then immediately log 

in and change it.  

• Use long passwords. The longer the password is, the higher the combination required to 

break it. Making a nonsense phrase for a password could help. 

 

• Using Characters or symbols greatly improves security. Adding a full stop (.) for example 

at the start of a password will make a combination substantially harder to break. 

 

Watch how to make a password strong in this short video tutorial 

https://www.youtube.com/watch?v=q5DYkzOrz_I 

 

Network Security 

A lot of venues offer free Wi-Fi or hotspots as part of their service you can connect a device to. 

This is a great alternative to using your mobile data, but it does pose security risks that you 

need to be aware of.   

• Pay attention to similarly named hotspots. You could have “Carl’s Coffee”, “Carls 

Coffee” or “Karl’s Coffee” in the same area as a public Wi-Fi, but one of them could not 

be legitimate. Always check, or if in doubt, avoid connecting to them. 

 

• Always connect to secure hotspots. Never connect to any Wi-Fi or hotspot that does 

not have a lock icon next to them.  

 

• Always ask to connect rather than ‘auto connect’. Make sure your phone has auto-

connect switched off when connecting to public Wi-Fi or hotspots. You never know if it 

has suddenly become compromised.  

 

• Do not access bank sites or personal sites on public Wi-Fi. Always use your mobile data 

if you need to access banking sites or sites that require personal financial information. 

 

• Refrain from using your full name as your device name. Using your full name, 

particularly your last name on your device can mean someone could track where you 

are located or who the device belongs to without interacting with you. This also goes for 

naming your network devices like personal hotspots or wireless equipment at home.  

https://www.youtube.com/watch?v=q5DYkzOrz_I


         Digital Security 

Device Health 

Your mobile device will need some attention from time to time to make sure it is running to the 

best of its abilities and doesn’t have problems at inconvenient times. Here are some actions you 

can take to help improve your device’s performance. 

• Check how much space is on your device. Both Android and iPhone can look at Internal 

and External storage and break down what is using the most storage. You can get alerts 

when space is low, but it’s always a good idea to look at space consumption early, rather 

than having to move files around urgently. 

• Move your personal data to separate storage. Things like cloud storage or SD cards are 

a great way to store photos and sound files apart from the internal storage of your 

device, which most apps are required to be loaded onto.  

• Check how much mobile data are applications using. All mobile apps will use data. You 

can check your settings on your phone and it will break down what apps are using the 

most data, so you can make changes to how those apps use data.  

• Set alerts and limits on your data. You can set monthly limits on your data to give a 

warning when close, and to restrict data when the limit is reached. This can prevent 

costs from becoming too high. 

• Regularly review apps. You can check how many applications have been installed on 

your phone. Apps you no longer use can be deleted to save space and data if it still 

updates. 

• Properly close and clear your apps. Sometimes, apps do not close properly, or it was 

minimised rather than closed. Make sure apps are closed properly by swiping your 

device until the apps become tiles and swipe up or right to close them. 

• Reboot your phone regularly. Like a computer, a mobile device can slow down due to 

memory consumption, or app crashes. It is a good idea to once a week restart your 

phone or shut it down and wait a few minutes to restart it. 

• Always keep your Operating System updated. Android and iOS updates not only 

improve performance, they also provide additional features and security enhancements 

for an additional layer of protection for your device. Make sure you are always up to 

date. 
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Phishing 

Phishing Is the fraudulent practice of sending emails pretending to be from reputable 

companies in order to get individuals to reveal personal information, such as passwords and 

credit card numbers.  

A phishing email may tell you (falsely) that there’s something wrong with your credit card 

account. It will direct you to click a link, which takes you to a phony website built to resemble 

your credit card company. The scammers stand by hoping the ruse is working and that you’ll 

now enter your password. Once you do, they have it. The following are likely to be phishing 

emails 

• Generic greeting. Phishing emails are usually sent in large batches. 

• Forged link. Even if a link has a name you recognize somewhere in it, it doesn't mean it 

links to the real organization. 

• Requests personal information. 

• Sense of urgency. 

 

To protect yourself from phishing: 

• Don't click on links in emails or messages, or open attachments, from people or 

organisations you don't know 

• Before you click a link, hover over that link to see the actual web address it will take you 

to (usually shown at the bottom of the browser window) 

• If you do not recognise or trust the address, try searching for relevant key terms in a 

web browser. This way you can find the article, video or webpage without directly 

clicking on the suspicious link 

• If you're not sure, talk through the suspicious message with a friend or family member, 

or check its legitimacy by contacting the relevant business or organisation (using contact 

details sourced from the official company website) 

 

https://www.avast.com/c-phishing

